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QuickStart Service for IoT Security

Benefits
Once the service is conducted, you’ll have:
• Fast and accurate identification and classification of IoT and 

OT devices in your network, including never-before-seen 
device types.

• Device visibility, behavioral anomaly detection, and risk-
based policy recommendations.

• Advanced SecOps investigation capabilities with context 
for IoT devices, utilizing EALs and enhanced ML-Powered 
NGFW logging. 

• Rich security controls for each discovered IoT/OT device 
type with the new Device-ID™ policy construct available 
with PAN-OS® 10.0 and later.

• Seamless integration with your existing security and oper-
ational workflows, with knowledge transfer to your team.

How It Works
Planning and Discovery
Our expert consultant will work with you to review placement 
and logging setup of up to five (5) existing single or active/
passive HA pairs of NGFWs as well as your IoT device inven-
tory. The consultant will also review a customized Technical 
Requirements document with your team.

Configuration and Review
Once your requirements are defined, the consultant will work 
with you to:
• Activate one (1) instance of Cortex Data Lake or review and 

update an existing deployment.
• Onboard or review and update up to five (5) existing single 

or active/passive HA pairs of NGFWs, including license de-
ployment and connection to Cortex Data Lake.

Fast-track securing unmanaged IoT and OT devices, enabling your 
 security team to apply PAN-OS security controls to high-risk devices.
To quickly protect your internet of things (IoT) devices, our consultants will help you plan and execute 
deployment of your IoT Security service subscription. This includes configuration for the operational 
launch of the subscription, integration with Cortex™ Data Lake, and enablement of enhanced 
application logs (EAL) to assist your security team’s investigations. In-depth knowledge transfer 
to your team is included, as is documentation upon completion of the engagement. The result is 
complete visibility of your IoT and OT devices without the need to deploy additional single-purpose 
infrastructure in your network. 

Once in place, IoT Security capabilities will allow you to leverage consistent prevention across all 
IT and IoT devices when paired with our cloud-delivered security services: Threat Prevention, DNS 
Security, URL Filtering, and WildFire® malware prevention. Our team will ensure seamless integration 
with your existing Palo Alto Networks deployment and security operations.
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• Enable/configure enhanced application logging and the 
 associated log forwarding profile.

• Activate one (1) IoT Security application on the hub. 
Additionally, the consultant will provide a Deployment 
 Playbook and Validation Plan to review with your team. Once 
it is mutually agreed upon, the engagement will move to the 
deployment stage.

Deployment and Validation
The expert consultant will assist in one production deployment 
event to add or update the log forwarding profile to new or ex-
isting security policies. The consultant will assist with verifica-
tion of functionality and troubleshooting any production issues 
related to implementation of the log forwarding profile to the 
security policies.

After a one (1) week settling period, the consultant will assist 
with one (1) IoT device inventory validation session. This in-
cludes verification of IoT inventory to ensure that the data in 
the IoT application is in line with your inventory, identifying 
any data coverage gaps, and creating or customizing up to three 
(3) IoT reports.

Knowledge Transfer and Documentation Delivery
After deployment, the Palo Alto Networks consultant will pro-
vide up to four (4) hours of knowledge transfer with your team to 
ensure sustained operations beyond the end of the engagement. 
Additionally, the consultant will share as-built documentation 
with your team that describes the configuration changes made 
during the engagement. 

To order the QuickStart Service for IoT Security, please contact your local Palo Alto Networks partner or sales representative.


